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Abstract — In this paper we have explained in brief on ategraphy by explaining what it is, proficienciesdaaxonomies in
transforming a domain by providing a brief histavith illustrations of some methods for implementstgganography. Though the
forms are many, in this paper we focused on the afsenages in steganography. In section Il we haxplained on various
taxonomies and the enactments. In section Ill twewstand the steganography algorithms we concedtiat the effigies on JPEG
file format. Section IV & V concentrates on proptescand attacks. In section VI we have shown erpental outcomes with a real

time experiment on effigy in a cover effigy.

Index terms — cryptography, steganography, robustness, matkedments, suspicious files and mosaic attack

1. INTRODUCTION

teganography was gleaned from the Greek wordsdsteg

that means a roof or covered and ‘graphia’, whidans

writing is the art and science of hiding the fabhtt
communication is taking place. To give a more fdrdgfinition,
the Merriam Webster Dictionary defines steganogyag “The
Art or practice of concealing a file, effigy or eegsage.” As we
all know, Osama Bin Laden and Al-Qaeda and mangrot8i
organization used steganography to send messagesgth
websites and news groups. However, until now ncstsuitial
evidence supporting this claim has been found, ifwere al-
Qaeda has used or created real good steganog@pbiithms
or the claim is probably false. Many different nves exist to
detect the use of steganography, so proficienceesdd so
continue to be developed while the hiding algorghbrecome
more advanced.

2. TAXONOMY & ENACTMENTS
2.1: Taxonomy

Steganography can be split into two types, theseFeagile and
Robust. The following section describes the deéinitof these
two different types of steganography.

2.1.1: Fragile

Fragile steganography involves embedding inforomaiinto a

file which is destroyed if the file is modified. iEhmethod is
unsuitable for recording the copyright holder o file since it
can be so easily

Removed, but is useful in situations where it igpamant to
prove that the file has not been tampered withhsag using a
file as evidence in a court of law, since any tanmgewould

have removed the watermark. Fragile
proficiencies tend to be easier to implement tldoust methods.
2.1.2: Robust

Robust marking aims to embed information into la fivhich

cannot easily be destroyed. Although no mark

steganography

islytru

indestructible, a system can be considered robtis iamount of
changes required to remove the mark would render fille
useless. There are two main types of robust marking
Fingerprinting and Water marking.

2.2: Enactments

There are ways to hide information in an effigydiauand even
text files. Almost all digital file formats can based for
steganography, but the formats that are more deitate those
with a high degree of redundancy. Redundancy eaddfined
as the bits of an object that provide accuracygfi@ater than
necessary for the object’'s use and display.

Steganography
| | | l
Text Audio Effigy Protocol
| |
Transform Effigy
Domain Domain

Figure 1: Enactments of steganography
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The redundant bits of an object are those bitsdhatbe altered
without the alteration being detected easilyne below figure
shows the four main categories of file formats tteat be used
for steganography. Hiding information in text istarically the
most important method of steganography. An obvimethod
was to hide a secret message in every nth lettevexrfy word of
a text message. It is only since the beginninthefinternet and
all the different digital file formats that is hakecreased in
importance. Text steganography using digital fiesot used
very often since text files have a very small amafrredundant
data. Given the proliferation of digital effigiesspecially on the
Internet, and given the large amount of redundéetgresent in
the digital representation of an effigy, effigiese a the most
popular cover objects for steganography. This paplrfocus

on hiding information in effigies in the next sects. To hide
information in audio files similar proficiencieseaused as for
effigy files. One different proficiency unique to audio

steganography is masking, which exploits theperties of
the human ear to hide information unnoticeabdyfaint, but

audible, sound becomes inaudible in the presencanother
louder audible sound. This property creates a adanrwhich to

hide information.Although nearly equal to effigiesn

steganography potential, the larger size of mednirayidio files

makes them less popular to use than effigies. € protocol

Hiding information is to conceal it in what seems be
inconspicuous text. It is more difficult when it rnes to
electronic versions of text. Copies are identicald ait is
impossible to tell if it is an original or a copiegrsion. To
embed information inside a document we can simfigr ome
of its characteristics. These can be either the ftexnatting or
characteristics of the characters. The key to ghifblem is that
we alter the document in a way that it is simply visible to the
human eye yet it is possible to decode it by coemputigure
shows the general principle in embedding hiddewrimftion
inside a document.

Encoding

Marked Documents Original Documents

Figure 3: Document embedding process

Again, there is an encoder and to decode it, thahebe a
decoder. The codebook is a set of rules that thksencoder

steganography refers to the proficiency of embegldinyhich parts of the document it needs to changg dso worth

information within messages and network controlt@eols used
in network transmission. In the layers of the O8twork model
there exist covert channels where steganographybeansed.
An example of where information can be hidden iis the
header of a TCP/IP packet in some fieldst thee either
optional or are never used. Hiding informatioto a media
requires following elements
» The cover media(x) that will hold the hidden data
 The secret message (y), may be plain text, cipher
text or any type of data
« The stego function (Ke) and its inverse (e
* An optional stego-key (z) or password may be used
to hide and unhide the message.
The stego function operates over cover media aadbssage
(to be hidden) along with a stego - key (optionjalty produce a
stego media (S). Steganography and Cryptography great
partners in spite of functional differencé.is common
practice to use cryptography with steganographye 3d¢hematic
of steganography operation is shown below.
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Figure 2: The Steganographic operation
2.2.1: Text Proficiencies

pointing out that the marked documents can be reitlemtical or
different. By different, we mean that the same watek is
marked on the document but different charactessticeach of
the documents are changed. Some of the text stgomstty
proficiencies are discussed below

2.2.2: Line Shift Coding Protocol

In line shift coding, we simply shift various lingsside the
document up or down by a small fraction (such &90th of an
inch) according to the codebook. The shifted linese
undetectable by humans because it is only a smaaitiébn but is
detectable when the computer measures the distdetesen
each of the lines. Differential encoding proficies are
normally used in this protocol, meaning if you sl@fline the
adjacent lines are not moved. These lines will bexa control
so that the computer can measure the distanceséetiiem. By
finding out whether a line has been shifted up @wvid we can
represent a single bit, 0 or 1, and if we put thwle document
together, we can embed a number of bits and therdfave the
ability to hide large information.

2.2.3: Feature Coding Protocol

In feature coding, there is a slight differencehwihe above
protocol, and this is that the document is paskezligh a parser
where it examines the document and it automatidallifds a
codebook specific to that document. It will picktoall the
features that it thinks it can use to hide inforovatand each of
these will be marked into the document. This cam aisiumber
of different characteristics such as the height cartain
characters, the dots above i and j and the ho@tdine length of
letters such as f and t. Line shifting and word ftetg
proficiencies can also be used to increase the ataiulata that
can be hidden.
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2.2.4: White Space Manipulation

One way of hiding data in text is to use white gpd€ done
correctly, white space can be manipulated so titatdan be
stored. This is done by adding a certain amountlife space to
the end of lines. The amount of white space comedp to a
certain bit value. Due to the fact that in pradicall text

editors, extra white space at the end of linekigpgd over, it
won't be noticed by the casual viewer. In a largece of text,
this can outcome in enough room to hide a few lioetext or

some secret codes.

2.2.5 Effigy proficiencies

Effigies are the most popular cover
steganography. In the domain of digital effigieany different
effigy file formats exist, most of them for specifapplications.
For these different effigy file formats, differesteganographic
algorithms exist.

3. TRANSFORM DOMAIN

To understand the steganography algorithms thatbe used
when embedding data in the transform domain,roust first
explain the type of file format connected withis domain.
The JPEG file format is the most popular effigye filormat on
the Internet, because of the small size of thgiefi

3.1: JPEG syncopate

To compress an effigy into JPEG format, tR&B tinge

representation is first converted to a YU¥yresentation. In
this representation the Y component corresponds the

luminance (or brightness) and the U and V companstaind for
chrominance (or tinge). According to researchitbman eye is
more sensitive to changes in the brightness (lundi@pof a pixel
than to changes in its tinge. This fact is expliby the JPEG
syncopate by down sampling the tinge data to retheesize of
the file. The tinge components (U and V) are hahia

horizontal and vertical directions, thus decreashmgfile size by
a factor of 2. The next step is the actual tramséiion of the
effigy. For JPEG, the Discrete Cosine Transfo(BxCT) is

used, but similar transforms are for examphe Discrete
Fourier Transform (DFT).

These mathematical transforms convert the pixels
such a way as to give the effect of “spreading’lteation of the
pixel values over part of the effigy. The DCT nsforms a
signal from an effigy representation into faequency
representation, by grouping the pixels into 8 pil blocks
and transforming the pixel blocks into 64 DCTeffwients
each. A modification of a single DCT coefficianill affect all
64 effigy pixels in that block. The next step i® thuantization
phase of syncopate. Here another biological ptgpef the
human eye is exploited: The human eye is fairlychat spotting
small differences in brightness over a relativelyge area, but
not so good as to distinguish between differer@ngjths in high
frequency brightness. This means that the strepthigher
frequencies can be diminished, without changingaibgearance
of the effigy. JPEG does this by dividing all thalues in a
block by a quantization coefficient. The outconaes rounded
to integer values and the coefficients are encagéty Huffman
coding to further reduce the size.

3.2: JPEG steganography

Originally it was thought that steganographyuldonot be
possible to use with JPEG effigies, since thsg forfeiture
syncopate which outcomes in parts of the effigya being
altered. One of the major characteristics of aegraphy is
the fact that information is hidden in thdwadant bits of an
object and since redundant bit left out when usliREG it was
feared that the hidden message would be destroyeden if
one could somehow keep the message intacwoitld be
difficult to embed the message without thearges being
noticeable because of the harsh syncopate applieidwever,

objects used f@roperties of the syncopate algorithm have beero#ggd in

order to develop a steganographic algorithm forG®EOne of
these properties of JPEG is exploited to m#ke changes
to the effigy invisible to the human eyeurdg the DCT
transformation phase of the syncopate algorithmndong errors
occur in the coefficient data that are not notiteabAlthough
this property is what classifies the algorithm aib forfeiture,
this property can also be used to hide messagess Ineither
feasible nor possible to embed informationaim effigy that
uses forfeiture syncopate, since the syncopatdd destroy
all information in the process.

Thus it is important to recognize that tHEG
syncopate algorithm is actually divided into fédure and
lossless stages. The DCT and the quantizatiesepform part
of the forfeiture stage, while the Huffmanceding used to
further compress the data is lossless. Stegaphy can take
place between these two stages. Using the samepbes of
LEAST SIGNIFICANT BIT insertion the message cabe
embedded into the least significant bits thé coefficients
before applying the Huffman encoding. By edtdirg the
information at this stage, in the transfordomain, it is
extremely difficult to detect, since it is nottlme visual domain.

4. EVALUATION OF DIFFERENT PROFICIENCIES

All the above mentioned algorithms for effiggeganography
have different strong and weak points and sitimiportant to
ensure that one uses the most suitable algorithm afo
application. All steganographic algorithms havesdonply with
i few basic requirements. The most importantireqent is
that a steganographic algorithm has to be impefidept We
propose a set of criteria to further define the éngeptibility of
an algorithm. These requirements are as follows:

4.1 : Invisibility

The invisibility of a steganographic algorithmtise first and
foremost requirement, since the strength of stegjaqmdy lies in
its ability to be unnoticed by the human eye. Tement that
one can see that an effigy has been tampered téhglgorithm
is compromised

4.2 : Payload capacity

Unlike watermarking, which needs to embed only aalbm
amount of copyright information, steganography aah$idden
communication and therefore requires sufficient edaing
capacity.
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4.3 : Robustness against statistical attacks

Statistical steganalysis is the practice of detecthidden
information through applying statistical tests offigg data.
Many steganographic algorithms leave a ‘signatundien
embedding information that can be easily detectedugh
statistical analysis. To be able to pass by ad&m without
being detected, a steganographic algorithm mMmust leave
such a mark in the effigy as be statistically Bigant.

4.4 : Robustness against effigy manipulation

In the communication of a stego effigy by trustggtems, the
effigy may undergo changes by an active wardan an

attempt to remove hidden information. Effigamipulation,

such as cropping or rotating, can be performed han €ffigy

before it reaches its destination. Depending @nrttanner in
which the message is embedded, these manipulatitas
destroy the hidden message. It is preferablestieganographic
algorithms to be robust against either maliciousimintentional
changes to the effigy.

4.5 : Independent of file format

With many different effigy file formats used ohet Internet, it
might seem suspicious that only one type of filenfat is

continuously communicated between two parties.e Tiost

powerful steganographic algorithms thus posséres ability

to embed information in any type of file. Thiso solves the
problem of not always being able to find a suitadfiggy at the

right moment, in the right format to use as a cafégy.

4.6 : Unsuspicious files

This requirement includes all characteristics sfeganographic
algorithm that may outcome in effigies thate anot used
normally and may cause suspicion. Abnormal ditee, for
example, is one property of an effigy that can onte in further
investigation of the effigy by a warden. The conigam between
least significant bit (LEAST SIGNIFICANT BIT) inston in

BMP and in GIF files, JPEG syncopate steganograjphg,
patchwork approach and spread spectrum proficiencs
discussed below according to the above requirements

4.1.A: Invisibility

Least significant bit in BMP High
Least significant bitin GIF Medium
JPEG syncopate High
Patch work High
Soread spectrum High
4.2.A: Payload capacity

Least significant bit in BMP High
Least significant bitin GIF Medium
JPEG syncopate Medium
Patch work Low
Spread spectrum Medium

4.3.A: Robustness against statistical attacks

Least significant bit in BMP Low
Least significant bitin GIF Low
JPEG syncopate Medium

Patch work
Sporead spectrum

High
High

4.4. A: Robustness against effigy manipulation

Least significant bit in BMP : Low
Least significant bit in GIF Low
JPEG syncopate Medium
Patch work High
Spread spectrum Medium
4.5.A: Independent of file format

Least significant bit in BMP Low
Least significant bitin GIF Low
JPEG syncopate Medium
Patch work High
Spread spectrum Medium
4.6.A: Unsuspiciousfiles

Least significant bit in BMP Low
Least significant bitin GIF Low
JPEG syncopate Medium
Patch work High
Least significant bit in BMP Low
Least significant bitin GIF Low
Soread spectrum Medium

The levels at which the algorithms satisfy the rexjuents are
defined as high, medium and low. A high level ne#mt the
algorithm completely satisfies the requirement,levhi low level

indicates that the algorithm has a weakness inrégsirement.
A medium level indicates that the requirement degen

outside influences, for example the cover effigedis Least
significant bit in GIF effigies has the potentidllading a large
message, but only when the most suitable covegyeffas been
chosen. Unfortunately in the algorithms that eevaluated
here, there is not one algorithm that gassfall of the
requirements. Thus a trade-off will exist in mosases,
depending on which requirements are more importantthe

specific application.

5. ATTACKS

Information hiding proficiencies still suffer fromseveral
limitations leaving them open to attack and robessncriteria
vary between different proficiencies. Attacks cam broadly
categorized although some attacks will fit into tiplé
categories but the attackers always finds new wafisding the
bugs and makes some other methods to perform taekat
Broadly speaking they can be classified into fiygets.

5.1: Basic Attacks

Basic attacks take advantage of limitations in dlesign of the
embedding proficiencies. Simple spread spectrurfigieacies,
for example, are able to survive amplitude distortand noise
addition but are vulnerable to timing errors. Sywoclisation of
the chip signal is required inorder for the pradity to work so
adjusting the synchronisation can cause the embledata to be
lost. It is possible to alter the length of a piedeaudio without
changing the pitch and this can also be an effecsittack on
audio files.
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5.2: Robustness Attacks
Robustness attacks attempt to diminish or remogg@thsence of
a watermark. Although most proficiencies can swevavvariety
of transformations, syncopate, noise addition, teiy do not
cope so easily with combinations of them or witihdam
geometric distortions. If a series of minor distmms are applied
the watermark can be lost while the effigy remalasgely
unchanged. What changes have been made will likedy
acceptable to pirates who do not usually requigh hjuality
copies. Since robustness attacks involve the useoofmon
manipulations, they need not always be maliciouscbuld just
be the outcomeof normal usage by licensed userged?ing
against these attacks can be done by anticipatimgchw
transformations pirates are likely to use. Embegldinultiple
copies of the mark using inverse transformatiomsioarease the
resistance to these attacks. The below Figure sHmwvsutcomes
of Stir Mark applied to effigy (a) in effigy (c).He distortion
here is almost unnoticeable and is easier to semn\ilie same
distortions are applied to grid (c) to give (d).

Figure 3: Outcomes of StirMark

The echo hiding proficiency encodes zeros and tyeadding

echo signals distinguished by different valuestlfigir delay and
amplitude to an audio signal. Decoding can be dpndetecting
the initial delay using the auto-correlation of depstrum of the
encoded signal but this proficiency can also be&l @sean attack.
If the echo can be detected then it can be rembyeidverting

the formula used to add it. The difficult part stecting the echo
without any knowledge of the original or the eclargmeters.
This problem is known as ‘blind echo cancellatidfinding the

echo can be done using a proficiency called cepstnalysis.
Other attacks will attempt to identify the waterfand then
remove it. This proficiency is particularly applida if the

marking process leaves clues that help the attagjan

information about the mark.

5.3: Presentation Attacks

Presentation attacks modify the content of the ifileorder to
prevent the detection of the watermark. The moatack takes
advantage of size requirements for embedding armat&. In

order for the marked file to be the same size asotiiginal the
file must have some minimumsize to accommodaterthk. By

splitting the marked file into small sections tharkn detection
can be confused. Many web browsers will draw edigiogether
with no visible split enabling the full effigy toebeffectively

restored while hiding the mark. If the minimum sifer

embedding the mark is small enough the mosaic lattaaot

practical. This attack can defeat web crawlers widownload
pictures from the Internet and check them for thesence of a

client's watermark. In this example an effigy hadsiaple

watermark embedded in it using Digimarc includedasc Paint
Shop Pro. The effigy was then separated into B3, tikach of
which was then checked for the presence of thermatd. Tiles
are shown separated here for clarity and thosewsuded by the
red border no longer contain the watermark. Howehisr does
show how small the tiles need to be in order toe |l

watermark information as 6 tiles still contain tvatermark at
this size. If the tiles are made small enoughwhtermark could
be lost.

Figure 4: The mosaic attack

5.4: Interpretation Attacks

Interpretation attacks involve finding a situation which the
assertion of ownership is prevented. Robustnessually used
to refer to the ability of the mark to survive tsfarmations and
not resistance to an algorithmic attack. Theretbee definition
of robustness may not be sufficient. One interpi@taattack
takes advantage of mark detection being unablesitowtich

mark came first if multiple marks are found. If tleevner
publishes a document, d + w (where d isthe origamal w is the
watermark) a pirate can add a second watermarkng’ cdaim

that the document is his and that the original das w - w'.

Though it is clear that at least one party hasumtfeit copy, it
is not clear which one. This would seem to suggestneed to
use other proficiencies to identify the originalrew of a file.

5.5: Enactment Attacks

As with other areas in computer security the enaatnof a
marking system can provide more opportunities fieick than
the marking proficiency itself. If the mark detectisoftware is
vulnerable it may be possible for attackers to okecet.
Digimarc, one of the most widely used picture magkschemes
was attacked using a weakness in the enactments Usgister
an ID and password with the marking service. A dgjeun was
used to break into the software which checks thpEsswords
and disable the checking. The attacker can chdrgidtand this
will change the mark of already marked effigieseTdebugger
also allowed bypassing of checks to see if a midady existed
and therefore allowed marks to be overwritten. €hera general
attack on mark readers which explores an effigghenboundary
between no mark having been found and one beirectet. An
acceptable copy of the effigy can be iterativelyparated which
does not include the mark. Clearly the softwareduse
implement steganographic proficiencies needs tedmeire and
ideas from other areas of computer security cansed to ensure
this.
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6. EXPERIMENTAL OUTCOME
6.1: Text in effigy
Fig.1 represents how the text is hidden insideeffigy. Figure 5

represents the transmitted effigy and figure 6 esents the

decryption at the receiver. The private text tohimden is: “we
will meet tomorrow at 9 AM”. The cover effigy

= 00|

[(TEStaT; [ avtn o rmite s Qi (] = < v : -

F|gure 6: Transmitted Effigy (Text is hldden)

il e >

B e e e T

Figure 7: Decryption at the recelver

6.2: Effigy in effigy:

Fig.4 represents how the private effigy is hiddeside the cover
effigy. Above figure 6 represents the transmittethlt effigy &
figure 7 represents the decryption at the receiver.

| o

. Flgure 9: TransmlttedtotaIEfflgy

7. CESSATION

Cryptanalysis is a dynamic tool with a long histagd the
capability to adapt to new levels of technologyh#ts its own
place in computer data security. By the amount reg fand
commercial tools available today, one can deduatttie use of
Cryptanalysis is growing. Steganography is justtla@motool for

someone to use to hide data, and We believe itowilised more
often in the future, whether for covert communicator personal
data concealment. Security professionals will sureded to be
aware of its existence as its use becomes morealprgy Hiding

a message with Cryptanalysis methods reduceshidwece of a
message being detected. In and of itself, stegapbgris not a
good solution to secrecy, but neither is simplesstition and

short block permutation for encryption. But if tkemethods are
combined, you have much stronger encryption rostih&e any

tool, Cryptanalysis is neither inherently good mwil, it is the

manner in which it is used which will determine wWiex it is a

benefit or detriment to our society.
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